Password Manager

Setting Your Password

IMPORTANT YOU CANNOT RESET YOUR PASSWORD AS THIS IS USED AS AN
ENCRYPTION KEY

USE A VERY STRONG PASSWORD AND ADD A PASSWORD HINT INCASE YOU
FORGET

Location

Url https://vault.maticmedia.co.uk

Administrator Access

The following users have administrative access if you need to request access to the password

manager.

MaryRose
Richard
Robert

Linda

Collections

Inside the vault you can save... Passwords, Notes, Files etc these are categorised inside
Collections. Collections can then be shared with other Vault users.


https://vault.maticmedia.co.uk
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Adding Users
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1 INVITE USER = I
|
Invite a new user to your organisation by entering their Bitwarden account email address below. If they do not have a
[ Bitwarden account already, they will be prompted to create a new account.
| Email —
| l—) User's Email Address
H vou can invite up to 20 users at a time by comma separating a list of email addresses.
USER TYPE @
5l —
I ® User
A regular user with access to assigned collections in your organisation.
| O Manager
Managers can access and manage assigned collections in your erganisation.
S S = - —J»  Access Level
O Admin
Admins can access and manage all items, collections and users in your organisation.
O owner
The highest access user that can manage all aspects of your organisation. —
ACCESS CONTROL @ Selectall Unselectall
Il O This user can access and modify all items. N
(® This user can access only the selected collections.
a W
) Hide
I
Name passwords Read only
0  Bank Accounts
[0  Default collection What collections of passwords
'_) this user should have access to
O servers
—

Physical Location

Passwords are saved in a VaultWarden instance on LXC 110 on Server 1 (Internal IP
192.168.0.60). Backups are preformed weekly. You can access the Proxmox instance by

following the instructions here.

Browser Extensions & Mobile Apps

There are bitwarden extensions for Firefox, Chrome and Edge.

Links to Extensions

) Bitwarden - Free Password Manager - Get this Extension
Firefox

for [T] Firefox (en-GB) (mozilla.org)


https://manual.maticmedia.co.uk/books/servers
https://addons.mozilla.org/en-GB/firefox/addon/bitwarden-password-manager/
https://addons.mozilla.org/en-GB/firefox/addon/bitwarden-password-manager/

Bitwarden - Free Password Manager - Microsoft Edge

Edge
Addons
Bitwarden - Free Password Manager - Chrome Web Store
Chrome
(google.com)
Android Bitwarden Password Manager - Apps on Google Play
105 Bitwarden Password Manager on the App Store

(apple.com)

How to Setup Browser Extension / Mobile Apps

1. Click the bitwarden icon at the top of the address bar after installing your extension

U]

2. Click the cog in the top left of the edge screen

©

U bitwarden

Log in or create a new account to access
your secure vault.

Log in
fiit Enterprise single sign-on

Create account



https://microsoftedge.microsoft.com/addons/detail/bitwarden-free-password/jbkfoedolllekgbhcbcoahefnbanhhlh?hl=en-GB
https://microsoftedge.microsoft.com/addons/detail/bitwarden-free-password/jbkfoedolllekgbhcbcoahefnbanhhlh?hl=en-GB
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https://chrome.google.com/webstore/detail/bitwarden-free-password-m/nngceckbapebfimnlniiiahkandclblb?hl=en
https://play.google.com/store/apps/details?id=com.x8bit.bitwarden&hl=en_GB&gl=US
https://apps.apple.com/us/app/bitwarden-password-manager/id1137397744
https://apps.apple.com/us/app/bitwarden-password-manager/id1137397744
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3. Enter the URL https://vault.maticmedia.co.uk/ then click save

Bitwarden

SELF-HOSTED ENVIRONMENT

‘ erver URL
ttpS:Hvault.maticmedia.cﬂ.uld

Specify the base URL of your on-premise hosted Bitwarden
installation.

CUSTOM ENVIRONMENT

Web vault server URL

APl =erver URL

ldentity server URL

Marifications server URL

lcons server URL

For advanced users. You can specify the base URL of each
service independenty.

4. Click the login


https://vault.maticmedia.co.uk/
https://manual.maticmedia.co.uk/uploads/images/gallery/2022-05/image-1652270156442.png

U bitwarden

Log in or create a new account to access
Yyour secure vault.

o >

it Enterprise single sign-on

Create account

»
\/’ The environment URLs have been saved.
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5. Enter your username and password

Cancel Bitwarden

Master password

Get master password hint
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